ATEN Help File
LDAP Server Configuration Example

Introduction

The KVM Over the NET™ switch allows log in authentication and
authorization through external programs. This chapter provides an example of
how to configure Active Directory on Windows 2003 Server for a KVM Over
the NET™ switch. Adapt the example to suit the requirements of your
particular installation.

To allow authentication and authorization via LDAP or LDAPS, the Active
Directory’s LDAP Schema must be extended so that an extended attribute
name for the KVM Over the NET™ switch — iKVM4140-userProfile — is
added as an optional attribute to the person class.

You will have to complete the following procedures: 1) Install the Windows
Server Support Tools; 2) Install the Active Directory Schema Snap-in; and 3)
Extend and Update the Active Directory Schema.

Install the Windows 2003 Support Tools

To install the Windows 2003 Support Tools, do the following:
1. On your Windows Server CD, open the Support — Tools folder.

2. In the right panel of the dialog box that comes up, double click
SupTools.msi.

3. Follow along with the Installation Wizard to complete the procedure.
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Install the Active Directory Schema Snap-in

To install the Active Directory Schema Snap-in, do the following:

1.
2.

o ® =2

Open a Command Prompt.

Key in: regsvr32 schmmgmt.dll to register schmmgmt.dll on your
Active Directory computer.

Open the Start menu; click Run; key in: mmc  /a; click OK.

On the File menu of the screen that appears, click Add/Remove Snap-in;
then click Add.

Under Available Standalone Snap-ins, double click Active Directory
Schema; click Close; click OK.

On the screen you are in, open the File menu and click Save.
For Save in, specify the C:\Windows\system32 directory.
For File name, key in schmmgmt.msc.

Click Save to complete the procedure.

Create a Start Menu Shortcut Entry

To create a shortcut entry on the Start Menu for the Active Directory Schema,
do the following:

1.

Right click Start; select: Open all Users — Programs — Administrative
Tools.

On the File menu, select New — Shortcut

In the dialog box that comes up, browse to, or key in the path to
schmmgmt.msc (C:\Windows\system32\schmmgmt.msc), then click Next.

In the dialog box that comes up, key in Active Directory Schema as the
name for the shortcut, then click Finish.
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Extend and Update the Active Directory Schema

To extend and update the Active Directory Schema, you must do the following
3 procedures: 1) create a new attribute; 2) extend the object class with the new
attribute; and 3) edit the active directory users with the extended schema.

Creating a New Attribute

To create a new attribute do the following:

1. From the Start menu, open Administrative Tools — Active Directory
Schema.

2. In the left panel of the screen that comes up, right-click Attributes:

"t schmmagmt - [Consele Root\Active Directory Schema [LDAP.aten.com]y =10) x|
) bl action  Vew Favorkes Window Help [ISETES]
es OERPERI2E
1 Console Rook Name [ syntas [status =]
=1 g dctive Directory Schema [LDAP, aten.com] | @ accessport Unicade String Actve  —

¥ accourtExpires Large Integer/Inksrval Active

@ accourtNameHistory Unicode String Active

@ sCSAggregateTokenR...  Large Integer/Interval Active

® aCSAlocableRSVYPBan.,.  Large Integer/Interval  Active

@ aCsCacheTimenut Integer Active

@ aCSDirection Integer Active

@ ACSDSEMDeadTime Integer Active

@ 5CS0SBMPriority Integer Active

@ 5CS0SBMRefresh Integer Active

@ aCSEnabledCSService  Boolean Active

@ aCSEnableRSWPACcoU...  Boolean Active

@ 2CSEnableRSVPMessa...  Boolean Active

& sCsEvertloglevel Integer Active

@ aCsldentityName Uriicode String Active

% aCSMaxhogregatePea... Large Integerfinterval  Active

@ aCSMaxDurationPerFlow  Integer Active

® aCSMaximumSDUSze  Large Inkeger/Interval  Active

& aCSMaxhoOfAccountF, .. Integer Active -

3. Select New — Attribute.

4. In the warning message that appears, click Continue to bring up the
Create New Attribute dialog box.

(Continues on next page.)
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(Continued from previous page.)

5. Fill in the dialog box to match the entries for Description and Common
Name shown below, then click OK to complete the procedure.

Note: The Unique X500 Object ID uses periods, not commas.

iK¥M4140-userProfile Properties [ ﬂﬁl

General |

L iK1 4 0-useiPrafile

Diescription: KM 41 40-uzerProfile

Common Name: KM 47 40-uzerPrafile

®.50001D: T3E1.41.2131711.425
Syntax and Range

Spnkax: Unicode Sting

Minimum: 1

b airnuim: 285

Thiz attribute iz gingle-walued.

™ &llow this attribute ta be shown in advanced view

¥ attribute is active

I index this attribute in the Active Directong

I™ | smitiguons Ware Hesnlution (4HH]

™ Replicate thiz attibute to the Glohal Catalng

™| &sitribute is copied wher duplicating & user

I Index this attribute for containerized searches in the Active Directary

oK. I Cancel Lpply
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Extending the Object Class With the New Attribute

To extend the object class with the new attribute, do the following:

1. Open the Control Panel — Administrative Tools — Active Directory
Schema.

2. In the left panel of the screen that comes up, select Classes.

3. In the right panel, right-click person:

'_:!;1_31.! wnmgmit - [Console Root', Active Directory Schema [LDAP. aben.com | Classs ;IEIE]
“f) Ble Action Vew Favorites Window Help =181 %]
4 | EEEFRR @@
|1 Console Roat Name [ 1ype [ status |Deal
=By Ackive Directory Schema [LDAP. aten.com] | B8 organizationaiPerson Type 66 Active g
(0 Classes B8 organizationalfole Structural Active Org
(2 artributes B3 organizationallink Struchral  Ackive are
B8 packageRegistration Structral  Active Pac
LHipersoc Type B8
B3 phiysicallocation Strusctiral Active P
B3 pkICertificateTemplate Skrusctiral Ackhe PEl
B pKIEnrolimentService Structural Active Pl
B posicAcoount Aupliary Ackive .D.tr_l
B8 posioGroup Aupdliary Ackive Al

B prirtQueus Structral  Active Pri

‘l]'—--—-onb—‘ Sherach wal _| Ak E]:J

4. Select Properties; the person Properties dialog box comes up with the
General page displayed. Click the Attributes tab.

person Properties

21x

Descriors  [iEEEN

Comimnan MName: F‘ﬂm

#,500 0ID: [2588

Clazs Type: |Tyne 88

LCategory
’7 persan Chergs

™ Show obiects of this class while browsing
W Clageis active

Co ] omes |_ow |
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5. On the Attributes page, click Add:
person Properties

General | Relationship Atiibettes | Defaut Secuity |

.'I: persan

Mandatoy: PR R

Optionat accessPort
atiributeCertificateditibute
seefilo

serialNumber

n
telephonelumber
usePassword

2 x|

ok | Cocel |

apoly |

6. In the list that comes up, select iIKVM4140-userProfile, then click OK to

complete the procedure.

Select schema Object

Select a schema abject:

implementedCategaries

indexedS copes

infio

initialduthlncaming

initial&uthDutgoing

initials el
inztallliLevel

instanceType

intermationall 5 DN MNumber

interSite T opalagyF ailaver

interSite T opologyGeneratar

interSiteT opologyFenew

invocation!d

ipHoztMumber

ipM etrnazkNumber

ipM etwark M urnber

ipPhane

ipProtocaolM umber

ipeecD ata

ipsecD ataT ype ;I

21|

Cancel
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Editing Active Directory Users

To edit Active Directory Users With the Extended Schema, do the following:

1.
2.

Run ADSI Edit. (Installed as part of the Support Tools.)

In the left panel, open Domain, and navigate to the DC=aten, DC=com
CN=Users node.

In the right panel, locate the user you wish to edit. (Our example uses

=1 pC=aten,DC=com
{3 cw=uitin
{3 CH=Computers
{1 oU=Domain Contrallers
2 cu=ForeignSecurityPrincipals
{3 c=LostandFound
[ CN=NTDS GQuotas
2] cu=Program Data
3 C=system
=+ chi=Lisers
(1 ch=Administrator
(L0 Cu=aAsPrET
(3 cu=cert Publishers
D CN=CERTSVC_DCOM_ACCESS
(3 cM=DHCP administrators |
(3 CN=DHCP Users
(3 ch=DnsAdmins
(] CM=DnslipdateProxy
(13 cu=Domain Admins
+.[] CM=Domain Computers
(L3 ch=Domain Contrallers
(23 cu=Domain Guests
(3 cH=Domain Users
(] cH=Enterprise Admins

J | o

Ch=Cert Publishers
CN=CERTSWC_DEOM_ACCESS
CN=DHCP Administrators
CN=DHCP Users
CN=DnsAdmins
CN=DnsUpdateProzy
Ch=Domain Admins
Ch=Domain CompLters
Ch=Domain Controllers
Ch=Domain Guests
Ch=Domain Users
Ch=Enterpriss Adnins
Ch=Group Policy Creator Owners
Ch=Guest
Ch=HelpServicesGroup
CH=TIS_WPG

R_MSTKT4-L
_MSIKT4v-L

Chi=krbtgt
CN=RAS and IAS Servers
Ch=Schema Admins

jason.)
"fii Console1 - [Console Root|ADS] EditDomain [msi-kt4v-1LETD.aten.com.tw]\DE=ETD,D =10l x|
) Flle  Action  Wiew Favortes  Window  Help | =l81x]
ro | AE XFRR|(2E
-G ADSI Edit | [ en=adrinistrator ( cu=5UPPORT 38694550
B omain CN=ASPNET (D ch=Telnetclients

(I cu=wims Users
D CN=WHUS_MSI-KT4v-L

4. Right-click on the user’s name and select properties.

(Continues on next page.)
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(Continued from previous page.)

5. On the Attribute Editor page of the dialog box that appears, select
iKVM4140-userProfile from the list.

CN=jason Properties L ﬂll
Attibute Editer | Securiy |

[+ Show mandatory attributes
V' Show optional attributes
[~ Show only attributes that have values

Attributes:
# - i
initials Unicode String  <Mot Sets
5 ]
instanceT ype Integer 4
internationall SDMMu..  Mumerical Sting  <Mot Sets
ipPhone Unicode String  <Mot Sets
izCriticalSystemObject  Boolean <Mot Setx
isDeleted Boolean <Moot Set>
izPrivilegeH alder Distinguizhed ... <Mot Sets
jpegPhoto Octet String <Mot Setx
| Unicode String  <Mot Sets
labeledURI Unicode String  <Mot Sets
laztknownParent Distinuuisheld ... Mot Setr _ILI
4 3

Edit |

(1] I Cancel | Lpply |

6. Click Edit to bring up the String Attribute Editor:

String Attribute Editor |

Attribute: permizzian

Walue:

Clear | 0k I Cancel

(Continues on next page.)
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(Continued from previous page.)

7. Key in the permission attribute values. For example:

String Attribute Editor ] x|

Attribute: K\ 414 0-uzerProfile

Walue:

Isufuser

Clear | Ok I Cancel |

Note: 1. Where user represents the Username of a KVM Over the NET™
switch user whose permissions reflect the permissions you want
Jason to have.

2. Refer to the Access Rights table in the User Manual of your KVM
Over the NET™ switch model for further information about
string attributes.

8. Click OK. When you return to the Attribute Editor page, the iKVM4140-
userProfile entry now reflects the new permissions:

e 21
Attribute: Editor | Secuity |
¥ Show mandatory attributes

¥ Shaw gptional attibutes

I~ Show only attibutes that have values

Attributes:
Attribute | Suntax | Walue :I
groupsT olgnare Unicode String  <Mat Sets
homeDirectary Unicode Sting  <Mot Set»
homelirive Unicode Sting  <Mot Set» 1
homePhone Unicode Sting  <Mot Set»
homePostaldddress Unicode Sting <Moot Set:
ntifier Unicode Sting <Moot Sets
o i
C in Unicode String  <Mat Sets
o
instanceType Integer 4
internationall SDMMu...  Mumerical String <Moot Set»
ipPhone Unicode Sting  <Mot Set:
isfriticalSustemeiect Boolean | <Mot Set: _ILI
4 »

Edit |

Ok I Cancel | Apply |

a) Click Apply to save the change and complete the procedure. Jason now
has the same permissions as user.

b) Repeat the Editing Active Directory Users procedure for any other users
you wish to add.
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OpenLDAP

OpenLDAP is an Open source LDAP server designed for Unix platforms. A
Windows version can be downloaded from:

http://download.bergmans.us/openldap/openldap-2.2.29/

openldap-2.2.29-db-4.3.29-openss1-0.9.8a-
win32 Setup.exe.

OpenLDAP Server Installation

After downloading the program, launch the installer, select your language,
accept the license and choose the target installation directory. The default
directory is: c:\Program Files\OpenLDAP.

When the Select Components dialog box appears, select install BDB-tools and
install OpenLDAP-slapd as NT service, as shown in the diagram, below:

15! Setup - OpenLDAP o [ |
=

Select Components
“w'hich components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Nest when you are ready to continue.

inztall DpenlDAP-slapd az MT service
i [ instal OpenLDAP-slurpd as NT service

Current gelection requires at least 11.4 MEB of digk space

< Back I Next> I Cancel

10
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OpenLDAP Server Configuration

The main OpenLDAP configuration file, slapd.conf, is found in the /OpenLdap
directory. It has to be customized before launching the server. This section
provides a quick summary of the modifications to the configuration file in
order for it to be used with the KVM Over the NET™ switch, for a complete
explanation of OpenLDAP, refer to the official OpenLDAP documentation.

The modifications to the configuration file will do the following:

*

*

*

Specify the Unicode data directory. The default is ./ucdata.
Choose the required LDAP schemas. The core schema is mandatory.

Configure the path for the OpenLDAP pid and args start up files. The first
contains the server pid, the second includes command line arguments.

Choose the database type. The default is bdb (Berkeley DB).

Specify the server suffix. All entries in the directory will have this suffix,
which represents the root of the directory tree. For example, with suffix
dc=aten,dc=com, the fully qualified name of all entries in the database
will end with dc=aten,dc=com.

Define the name of the administrator entry for the server (rootdn), along
with its password (roofpw). This is the server's super user. The rootdn
name must match the suffix defined above. (Since all entry names must
end with the defined suffix, and the rootdn is an entry.)

An example configuration file is provided in the figure, below:

ucdata-path /‘ucdata
include ./schema’core.schema

pidfile ./run'slapd pid
argsfile /run/slapd args

database bdb
suffix "dc=aten.dc=com"
rootdn "cn=ldapadmin.dc=aten.dc=com"

TUU;Q\-V pa ssword

directory ./data

1"
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Starting the OpenLDAP Server

To start the OpenLDAP Server, run slapd (the OpenLDAP Server executable
file) from the command line. slapd supports a number of command line
options, the most important option is the d switch that triggers debug
information. For example, a command of:

slapd -d 256

would start OpenLDAP with a debug level of 256, as shown in the following
screenshot:

Command Prompt - slapd -d 256

(ol x|
D:\Program Files\OpenLDAP\slapd d 256 5
main: new debug level is; 256

main: new config file is; \slapd.conf

(@(#) $OpenLDAP: slapd 2.2.29 (Oct 21 2005 16:01:14) §
MMohr@BELTIRA:openldap-2.2.29/servers/slapd

bdb_db_init: Initializing BDB database

slapd starting

|

Note: For details about slapd options and their meanings, refer to the
OpenLDAP documentation.

12
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Customizing the OpenLDAP Schema

The schema that slapd uses may be extended to support additional syntaxes,
matching rules, attribute types, and object classes.

In the case of the KVM Over the NET™ switch, the User class and the
permission attribute are extended to define a new schema. The extended
schema file used to authenticate and authorize users logging in to the KVM
Over the NET™ switch is shown in the figure, below:

#H

## Summary: Define the LDAP schema

E

#

£ ATEN OID:={1.3.6.14.1.21317}
Es

attributetype (1.3.6.1.4.1.21317.1.1.4.2.6
NAME 'iK VM4140-userProfile'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

objectelass ( 1.3.6.1.4.1.21317.1.1.4.2
NAME 'kn4140User’
SUP organizationalPerson
STRUCTURAL
MAY (iKVM4140-userProfile § userCertificate ))

13
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LDAP DIT Design and LDIF File

LDAP Data Structure

An LDAP Directory stores information in a tree structure known as the
Directory Information Tree (DIT). The nodes in the tree are directory entries,
and each entry contains information in attribute-value form. An example of the
LDAP directory tree for the KVM Over the NET™ switch is shown in the
figure, below:

(Continues on next page.)

14
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(Continued from previous page.)

DIT Creation

The LDAP Data Interchange Format (LDIF) is used to represent LDAP entries
in a simple text format (refer to RFC 2849). The figure below illustrates an
LDIF file that creates the DIT for the KN4140 directory tree. The name of the
file is init.ldif and you create it in the /OpenLDAP directory, as follows:

dn: de=aten,dc=com
obigctclass: top
obigctclass: deObject
objectclass: organization
o: Aten Canada

dg: aten

dn: cn=1dapadmin,dc=aten dc=com
ohigstelass: top

objeciclass: person

obigctclass: organizationalPerson
cn: ldapadmin

sn; ldapamdin

userPassword: password

dn: ou=software, dc=aten,dc=com
objgsiclass: top

obigctclass: organizationalUnit
o software

dn: cn=user(01,ou=software dc=aten.dc=com
obigciclass: top

obigsiclass: person

obigctclass: organizationalPerson

objectclass: knd 14 0user

cn: user001

7

sn; user(01
IKYM4140-userProfile: su/administrator
usgrPassword: password

15



ATEN Help File: LDAP

Using the New Schema
To use the new schema, do the following:

1. Save the new schema file (e.g., kn4140.schema) in the
/OpenLDAP/schema/ directory.

2. Add the new schema to the slapd.conf file (in the /OpenLDAP directory),
as shown in the figure, below:

ucdata-path Jucdata

include /schema/core.schema

include /schema/cosine schema
include Jschema /inetorgperson schema
inende Jschema/openldap schema
nchde Jschematnd140 schema

# Define global ACLs to disable default read access.
access to dn children="ou=software de=aten de=com"
by dn="cn=ldapadmin de=aten de=com" write
by self read
by anonymous  auth

by * none

pidfile Jrun/slapd pid
argsfile Jrun/slapd.arss

#BDE database definitions

database bdb

snffix "de=aten.dc=com"

mootdn "en=ldapadmin dc=aten dc=com"
rootpw password

ditectory /data

#Indices to maintain

index. objectClass eq

3. Restart the LDAP server.

4. Write the LDIF file and create the database entries in init.1dif with the
ldapadd command, as shown in the following example:

ldapadd -f init.1ldif -x -D "cn=ldapadmin,dc=aten,dc=com"
-w password

16





